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PROFESSIONAL SUMMARY

Cybersecurity professional currently performing security responsibilities at CarShield, including vulnerability scanning across endpoints
supporting three affiliated companies, EDR alert triage and investigation, and IAM/PIM access control. Previous security operations
experience includes triaging 10+ SIEM alerts daily, investigating phishing and malicious attachments, tuning false positives, incident
response, detection engineering, and vulnerability management.

EXPERIENCE

CarShield - Level 1 IT Technician Feb 2026 - Present
« Perform vulnerability scans across endpoints supporting three affiliated companies, identifying, documenting, and communicating security
findings for remediation.
* Triage and investigate EDR alerts involving malicious endpoint activity, phishing, and vulnerability related events, validating affected systems,
documenting findings, and escalating higher risk incidents.
» Administer IAM lifecycle and access control tasks including user provisioning and deprovisioning, permission changes, MFA, and Microsoft
Entra PIM to support least privilege access.
Ascend Learning - Information Security Intern May 2025 - Aug 2025
* Investigated suspicious emails and analyzed malicious attachments using ANY.RUN and VirusTotal, contributing to the identification and
blocking of 50+ credential harvesting attempts.
» Triaged and investigated 10+ security alerts daily within a SIEM, classifying events by severity and escalating verified high risk incidents to
senior analysts.
* Analyzed high volume false positive alerts to identify tuning opportunities, reducing alert fatigue by 15% and saving approximately 5 analyst
hours per week.
St. Charles County Government - Information Systems Skilled Support Intern Aug 2024 - Oct 2024
« Provided first level technical support across a 10,000+ user base, achieving an 80% first contact resolution rate while escalating complex issues
and reducing user downtime across departments.
* Assessed workstation security configurations, identified configuration gaps, and supported policy updates that improved compliance by 20%.
* Supported IT asset inventory tracking for over $1M in hardware and software, improving asset organization, inventory accuracy, and daily
operational visibility.
DonkeySec - Cybersecurity Content Creator Mar 2025 - Present
« Create educational blue team content for 3,500+ cybersecurity learners and practitioners, averaging 20,000 monthly impressions across
multiple social platforms.
« Develop hands on labs and tutorials focused on SOC analysis, digital forensics, incident response, threat hunting, malware analysis,
vulnerability management, and detection engineering.
» Analyze scenarios from Hack The Box, TryHackMe, CyberDefenders, CompTIA, and Blue Team Labs Online to translate advanced
cybersecurity challenges into accessible learning content.

PROJECTS

Enterprise MITRE ATT&CK Detection Engineering - Ascend Learning

« Designed a MITRE ATT&CK coverage matrix mapping 100% of available organizational telemetry to relevant tactics, techniques, and sub
techniques.

» Developed and implemented three unique detection rules per technique across two SIEM platforms and one endpoint security platform,
reducing detection blind spots across the organization's defensive posture.

* Validated detection logic through simulated adversary emulation, confirming alert generation across mapped ATT&CK techniques and
strengthening coverage across multiple threat severity levels.

Enterprise Intrusion Analysis and Incident Response - Hack The Box CDSA

« Investigated a 7 day hands on incident response engagement simulating a compromised enterprise environment with phishing, command and
control, data exfiltration, malware execution, brute force authentication, DDoS, SQL injection, and XSS activity.

« Analyzed attacker behavior, affected systems, and supporting evidence to reconstruct the full attack sequence across the compromised
environment.

* Produced a professional incident report detailing evidence based findings, remediation actions, and recommendations prioritized by business
risk and operational impact.

TECHNICAL SKILLS

SIEM and Detection: Splunk, Elastic, IBM QRadar, Microsoft Sentinel, Google SecOps

Endpoint and Security Tools: CrowdStrike Falcon, Microsoft Defender, SentinelOne, Microsoft Intune, Mimecast, Wireshark

IT Operations and Infrastructure: ServiceNow, Jira, LogicMonitor, NinjaOne, Cisco, Veeam, Microsoft Teams, Google Workspace
Forensics and Malware Analysis: ANY.RUN, VirusTotal

Offensive and Vulnerability: Forta, Burp Suite, Metasploit, Nessus, Nikto, OpenVAS

Cloud and Identity: Azure, AWS, Active Directory, Microsoft Entra ID, Server Manager, Okta

Frameworks and Compliance: MITRE ATT&CK, OWASP Top 10, CIA Triad, NIST, ISO 27001, HIPAA, GDPR, PCI DSS
Scripting and OS: Python, SQL, PowerShell, Bash, Linux, Windows, macOS, HTML

CERTIFICATIONS

Defensive Operations: CompTIA Security+, CompTIA CySA+, BTL1, HTB CDSA, HTB CJCA, SAL1, CCDL1
Cloud and Foundational: CCSK, CCZT, ISC2 CC, Google Cybersecurity Certificate

EDUCATION

Lindenwood University, Saint Charles, MO Graduated: May 2026
BS in Cybersecurity, Minor in Business Administration | GPA: 3.94 / 4.0 | Summa Cum Laude | First Generation Graduate | Dean's List 2023 to 2026
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